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MOZAENb ¥YIPO3 BE3OMACHOCTWN MEPCOHATJIbHbLIX JAHHbBIX MPU
NX OBPABOTKE B NH®OPMALNOHHBIX CUCTEMAX NMEPCOHAJIbHbIX
OAHHbBIX OO0 YK «PACCBET»

Pasnen | O6ume NonoXXeHUs

1. Hactoswas Mogenb yrpo3 6e30MacHOCTU MNEPCOHaNbHbIX fAaHHbIX MPU KX
06paboTKe B WHMPOPMALMOHHBIX CUCTEMAX MepcoHanbHbIX AaHHbIXx OO0 YK
«PaccBeT» (manee - Mogenb yrpo3) COAEPXUT CUCTEMATU3UPOBAHHbLIA MepeyvYeHsb
yrpo3 6e30MacHOCTU MepcoHabHbIX AaHHbLIX NPU UX 06paboTke B MHPOPMALUOHHbLIX
CUCTEMax NepcoHasbHbIX AaHHbIX.

Yrpo3bl 6e30MacHOCTU MNepPCOHaNbHbIX AaHHbIX MOTYT OblTb 06YC/OB/EHbI
npegHaMepeHHbIMU  UAW  HenpegHaMepeHHbIMWU  AeACTBUAMU  (PU3NYECKUX L,
AencTBUAMKU  3apybexxHbIX — cneucnyxé6 wunm  opraHusaumi (B TOM  4ucne
TEPPOPUCTUYECKUX), @ TaKXKe KPMMUHaANbHbLIX FPYNMUPOBOK, CO3Aal0LWUX YCNOBUSA
(Npe4nocbiNKK) ANA HapylweHusa 6e30NacHOCTU MEPCOHaNbHbIX [aHHbIX, KOTOpOe
BeAeT K yuepby XM3HEHHO BaXKHbIX MHTEPECOB IMYHOCTU, 06LLeCTBA N FOCYAapPCTBa.

Mogenb yrpos COAEPXWUT WCXOAHble JAaHHble N0 Yyrposam 6e30MacHOCTU
MepcoHasbHbIX  faHHbIX, o06pabaTbiBaeMblX B WHMOPMALMOHHLIX CcUCTeMax
nepcoHanbHbIX AaHHbIX OO0 YK «PaccseT» (ganee - UCIM/AH), cBA3aHHbIM:

- C nepexBaToM (CbeEMOM) MEPCOHANbHbIX faHHbLIX MO TEXHWYECKUM KaHanam ¢
Lefnblo UX KOMMpPOBaHUA WU HENPaABOMEPHOTO pacrnpoCTpaHeHus;

- C HeCaHKUWOHMPOBAHHbIM, B TOM 4ucne cny4yaiHbim, goctynom B UCMAOH ¢
Lenbto N3MEHeHUA, KONUpoBaHUA, HEenpaBOMEPHOTO pacnpocTpaHeHuns
NMepcoHasibHbIX AaHHbIX WAN AeCTPYKTUBHbIX BO34eNCTBMIA Ha anemeHTbl NCIMAH u
06pabaTbiBaeMbIX B HUX NEPCOHaNbHbIX faHHbIX C UCMO/b30BAHUEM MPOrpamMmMHbIX Y
NporpamMHO-annapaTHblX CPEACTB C LUefbld YHUYTOXEHUA WM 610KMPOBaHUSA
NMepcoHanbHbIX AaHHbIX.

2. Hactoauwas Mogenb yrpos paspabotaHa B COOTBETCTBUM C:

- ®epgepanbHbiM  3aKoHOM 0T 27.07.2006 Ne 152-®3 «O nepcoHanbHbIX
AaHHbIX»; MocTaHoBneHUeM lMpaButenscTBa Poccuiickoli ®egepaymmn ot 01.11.2012
No 1119 «O6 yTBepXAeHun TpeboBaHW K 3aliMTe NepcoHaNbHbIX AaHHbIX MPU KX
06paboTKe B MH(hOPMALMOHHBLIX CUCTEMAX MEPCOHANIbHbIX AaHHbIX»;

- 6a30BOM MoOAenbk yrpo3 6e30MacHOCTVM MEePCOHaNbHbIX AAHHbIX MNpU KX
06paboTKe B MH(MOPMALMOHHBIX CUCTEMAX MepCOHaNbHbIX AAHHbIX, YTBEPXAEHHON
depepansHON Cny>K60M N0 TEXHUYECKOMY U 3KCMOPTHOMY KOHTposnto 15.02.2008;

- MeTOAMKOIN onpefeneHns akTyalbHbIX Yrpo3 6e30MacHOCTU MepCOHaNbHbIX



JaHHbIX Mpy UX 06paboTKe B MHPOPMALNOHHbLIX CUCTEMaX MEPCOHasIbHbIX [aHHbIX,
YTBEPXAEHHON DefepasnbHOM CNyX60M N0 TEXHUYECKOMY U 3KCMOPTHOMY KOHTPOJIHO
15.02.2008.

3. C npumeHeHnem Mojgenn yrpos peliaroTca criefyrouwune 3agavn:

1) pazpaboTKa YaCTHbIX Mofeneit yrpo3 6e30nacHOCTM NePCOHaNbHbIX AaHHbIX B
KOHKpeTHbIXx WCIMAH Cc y4yeTOM WX Ha3Ha4YeHWsi, YCNOBUMIA U 0COBEHHOCTeN
(hYHKLUMOHUPOBAHUSA;

2) aHanu3 3awmuweHHoctn WCIMAOH oT yrpo3 6e30MacHOCTM MNepCoHabHbIX
[JaHHbIX B X04€e OpraHu3auuMmn v BbINOMHEHUA paboT Mo obecrneyeHUo 6€30MacCHOCTM
NMepcoHasibHbIX AaHHbIX;

3) pa3paboTka CUCTEMbl 3alWMTbl MEePCOHaNbHbIX AaHHbIX, 06ecneynBaroLLen
HelTpanm3auuto npegnonaraeMbiX yrpo3 ¢ UCNosib3oBaHNMEM METOLOB U crnocobos
3aWMTbl NEPCOHAaNbHbIX AaHHbIX, NMPEeAYCMOTPEHHbIX 411 COOTBETCTBYIOLEro Knacca
NCrAaHx;

4)  npoBefeHMe  MeponpuUATWIA,  HanpaBfieHHbIX Ha  MNpejoTBpalleHune
HeCaHKLUMOHMPOBAHHOIO A0CTYyna K NepcoHajbHbIM AaHHbIM M (MAK) Nepefaynm UxX
nvuam, He MMeLW MM NpaBa AOCTyNa K TaKO nHGpopMaumnu;

5) HefonylleHne BO34eNCTBMA Ha TexHMYeckne cpegctea NCIAH, B pe3ynbTaTe
KOTOPOro MOXEeT 6bITb HapyLeHo UX PYHKLUOHMPOBaHWE;

6) KOHTPO/Nb 06ecrneyYeHna YPOBHA 3alMLLEHHOCTU NMEPCOHANbHbIX AaHHbIX.

4. B HacToAwer Mogenn yrpos ncnosib3ytoTca cnefytouime NOHATUSA:

1) 6e30nMacHOCTb MNepcoHas/ibHbIX fAaHHbIX - COCTOSHWE 3alULLEHHOCTM
NMepcoHanbHbIX  [AaHHbIX, XapaKTepusyemoe  CrOCOOGHOCTbK  MNO/b30BaTeNEN,
TEXHUYECKMX CpeacTs 7 MHDOPMALMNOHHbBIX  TEXHOMOTUNMA obecneunTb
KOH(pNLEHLUNANbHOCTb, LENOCTHOCTb M AOCTYMHOCTb MEPCOHANbHbLIX AaHHbIX MPU KX
06paboTKe B MHDOPMALMOHHbLIX CUCTEMAX NMEPCOHaNbHbIX AaHHbIX;

2) 610KMpoOBaHMe NepcoHasibHbIX AaHHbIX - BpEMEHHOe npekpalieHne cobopa,
cuctemaTtum3sannm, HaKOMAEHUA, WUCMOMb30BaHWUA, PacnpoCcTpaHeHUA MepcoHaNbHbIX
[aHHbIX, B TOM 4YuCNe UX Nnepepayu;

3) BpefoOHOCHas nporpamma - nMporpaMma, MpefHasHayeHHas AN
OCYLLEeCTBMEHNS HECAHKLUMOHWPOBAHHOro pgoctyna wu (MaM) BO3[ENCTBUA  Ha
NepCcoHanbHble AaHHble WU Pecypcbl MHMOOPMALMOHHOW CUCTEMbl MepPCOHaNbHbIX
JaHHbIX;

4) BcnomMoraTesibHble TeEXHUYEeCKNe cpeacTBa U CUCTEMbI -

TeXHWYeCKMe CpeacTBa WM CUCTeMbl, He TMpefHasHayeHHble A4 nepe/fayu,
06paboTKM N XpaHeHUA NepcoHaNbHbIX AAHHbIX, YCTaHaB/MBaeMble COBMECTHO C
TEXHUYECKUMMN CpeAcTBamMM W CcUCTEMaMW, npefHasHaYeHHbIMKU ANd 06paboTKM
MEePCOHaNbHbIX  [aHHbIX, WAN B TNOMELWEHNAX, B KOTOPbIX YCTaHOBJ/IEHbI
MH(OPMALMOHHbIE CUCTEMbl NEPCOHANbHbIX AAaHHbIX;

5) pocTtyn B oOnepauuoHHYl cpegy KomnbitoTepa (MHGPOPMaALMOHHOM
CUCTEMbl MEpPCOHaNIbHbIX AaHHbIX) - MO/ly4eHMe BO3MOXHOCTM 3anycka Ha
BbIMOJIHEHWE WTATHbIX KOMaHA, (QYHKUWIA, npouedyp OnepaunoHHOW CUCTEMBI
(YHUUTOXEHMA, KOMUPOBaHWA, rMepeMeweHns W T.M.), WUCNONHAeMbIX (hailfoB
NMPUKNaAHbIX NPOrpamMm;

6) pocTtyn K WHMOpMauMuM  BO3MOXHOCTb MOAYYEHUA MUHpopmauum un ee
MCNONb30BaHMS;

7) 3awumuwaeman uHpopMauuma - UHQopmMauusa, ABAAOWAACA NpPegMeToMm



COOCTBEHHOCTM W nojjexallas 3auute B COOTBETCTBUM C Tpe6OBAHUAMWU MNPaBOBbIX
aKTOB UM TpeboBaHUSAMMU, YCTaHABIMBAEMbIMN COOGCTBEHHUKOM MH(OPMaLUK;

8) WH(pOPMATUBHBIA CUrHaN - 31eKTPUYECKUEe CUTHaNbl, aKyCTUYecKue,
3NeKTPOMarHUTHble U Apyrve (uU3nMyeckue noss, No napameTpaM KOTOPbIX MOXET
ObITb packpblTa KOH(pMAeHUManoHad wHpopmauna (nepcoHanbHble [AaHHbIE),
obpabaTbiBaeMas B MHPOPMALMOHHOW CUCTEME MEePCOHaNbHbIX AaHHbIX;

9) WHpopMaLMOHHAA  cUcTeMa  MepCcoHasibHbIX  JaHHbIX -  3TO
MH(OpMaLnOoHHaa cucTema, npeacrtaenstowas coboli COBOKYNMHOCTb MepCcoHaNbHbIX
AaHHbIX, cofepXawmnxcs B 6a3e faHHbIX, a TakKKe UHHDOPMALMNOHHBIX TEXHOMNOTUA U
TEXHUYECKUX  CPefcTB,  MNO3BOMAKOWMX  OCYLWECTBAATb  00paboTKy  Takux
NMepcoHaNbHbIX [aHHbIX C WCNONb30BAHWEM CpPeAcTB aBToMaTv3auuum uwam  6e3s
MCNONb30BaHUA TaKUX CPeACTB;

10) MHMOpMaLMOHHbIe TEXHO/IOrMK - Mnpouecchbl, MeToAbl Moucka, cbopa,
XpaHeHus, 06paboTKK, NpefoCTaBNEHUSA, pacnpoCTPaHeEHNS UH(opMaLUn 1 Crocobbl
OCYLLeCTB/IeHMS TaKUX NPOLECCOB N METOLOB;

11) MCTOYHMK Yyrpo3bl 6e30MacHOCTM MHMOpMaunm - cybbekT pfocTyna,
mMaTepuanbHbli  00BEKT WAM  (PU3NYECKOe ABMEHWE, ABNAIOLLMECH NPUUYNHON
BO3HUKHOBEHMUA yrpo3bl 6e30MacHOCTN MH(OpMaLun;

12) KoHTpoNMpyemass 30Ha - 3TO MNPOCTPAHCTBO, B KOTOPOM WCK/IKOYEHO
HEKOHTpoNuMpyemoe npebblBaHWE COTPYLHWUKOB  OMepatopa, WHbIX AL "
MOCTOPOHHUX TPAHCMOPTHbIX, TEXHUYECKUX U UHbIX MaTepuasbHbIX CPeACTB;

13) KOH(UAeHUMaNbHOCTb MEepPCOHaNIbHbIX AaHHbIX - 00653aTenbHOe And
co6nMofeHNa  onepatopoM  WAM  MHLIM NONYUUBLIUM [LOCTYN K MepCOHaNbHbIM
JaHHbIM nuuoM TpeboBaHMe He [onyckaTb WX pacnpocTpaHeHus 6e3 cornacus
CcybbeKTa NepcoHanbHbIX AaHHbIX WUIN HaIMYMA UHOTO 3aKOHHOTO OCHOBAHUS;

14) HapywmnTenb 6e30NacHOCTN MepcoHaNbHbIX JaHHbIX - (PU3MYecKoe Nunyo,
cCnyvyaiHO WM npejHamMepeHHO coBepllarllee [AeWCcTBUA, CNeACTBUEM  KOTOPbIX
ABNAETCA HapylweHne 6e30MacHOCTU MepcoHaNbHbIX [aHHbIX Npu uX 06paboTke
TEXHUYECKMMUN CpeacTBaMy B MHPOPMALMOHHBIX CUCTEMAX NEPCOHANbHbIX faHHbIX;
15) HecaHKUMOHMUPOBaHHbIN pocTyn (HeCaHKUWMOHMPOBAHHbIE [eNCTBUSA) -
JOCTYN K WHGpopMauunm unn [encTBua C¢ WHGopmauuein, ocywecTBfiseMble C
HapyLeHVeM YCTaHOBJ/IEHHbIX MpaB W (MAK) NpaBui JOCTyNna K MHpopmauum wum
[JEeNCTBUI C Hel C MPUMEHEHMEM LITATHbLIX CPeACTB MH(POPMALMOHHON CUCTEMbI UMK
CPeAcTB, aHaNOrMYHbIX UM MO CBOMM (YHKLMOHaNbHOMY nMpefHa3Ha4YeHUo WU
TEXHUYECKUM XapaKTepucTukam;

16) HOoCUTeNb MHOpPMaLUN - PU3NYECKOe NNLO UIN MaTepuanbHblii 06bEKT, B
TOM 4ucne @usnMyeckoe Mnosne, B KOTOPOM MHGpOpMaLUsS HAXOLUT CBOe OTPaXKeHue B
BUAe CUMBONOB, 006pas3oB, CUrHaNOB, TEXHWYECKUX PpeLEeHnin ©n MpoLeccos,
KONIMYECTBEHHbIX XapaKTePUCTUK (PU3NYECKUX BEINYUH;

17) nepexBaT WHMOPMaLUM - HenpaBOMEpPHOE MOJYyYeHWe WH(popMauum c
MCNO/Ib30BaHNEM TEXHWYECKOro CpeAcTBa, OCYLLECTBAKOLWEr0 06HapyXeHue, npuem
1 06paboTKy MH(POPMATUBHbLIX CUTHAMOB;

18) no60YHble  3NEKTPOMAarHUTHblIE  U3/Iy4eHUA U HaBOAKMU
3N1EeKTPOMArHUTHble UW3/lyYEeHUss TEXHUYECKUX CpefcTB 06paboTKM 3auimuiaemoi
WH(OpMaL MK, BO3HUKAOLWME KaK MOB0YHOE AB/IEHME U Bbi3BAHHbIE 3/1IEKTPUYECKUMUN
CUrHanamu, [LeNCTBYHOLWMMU B UX 3NEKTPUYECKUX W MArHUTHbIX Lensx, a Takxe
3/1EKTPOMArHUTHbIE  HABOAKW 3TUX CUTHaNOB Ha TOKOMPOBOAALLME  JINHUMW,



KOHCTPYKLUMW U Lenn NUTaHus;
19) nonb3oBaTesib MHPOPMALMOHHOW CUCTEMbl MEPCOHasIbHbIX AaHHbIX -

nnuo,  yyactByrwlee B (PYHKUMOHWPOBAHUM  MH(MOPMALUOHHOW  CUCTEMBI

MepPCoOHaNnbHbIX faHHbIX WX UCNONb3YIOLLLEE pe3yNbTaTbl ee PYHKLNOHMPOBAHWUS;

20) nporpammHoe (MporpaMmMHO-mMaremMarvyeckoe) BO3f4elCcTBUE
HeCaHKLMOHMPOBaHHOe BO3eiCTBUE Ha  pecypcol aBTOMaTN3MpPOBAHHOM
WH(OPMALMOHHOW CUCTEMBI, OCYLLECTBNSEMOE C WCNONb30BaHWEM BPEeLOHOCHbIX
nporpaMm;

21) cpefAcTBa BbIYUC/INTE/IBHOA TEXHUKWU - COBOKYMHOCTb MPOrpaMMHbIX W
TEXHUYECKMX 3/IEMEHTOB CUCTEM 06PabOTKM AaHHbIX, CNOCO6HBIX (PYHKLNOHMPOBATb
CaMOCTOATE/IbHO MM B COCTaBe APYrnX CUCTEM;

22) TexXHU4YecKue cpeacTBa WMHPOPMALMOHHOW CUCTEMbl MepCoHaNbHbIX
JaHHbIX - CPeCTBa BbIYUCANTENbHOW TEXHUKN, MHPOPMALNOHHO - BbIYUCUTENIbHbIE
KOMM/IeKCbl W CeTW, CpeAcTBa W CUCTEMbl Mepegayun, npuemMa u 06paboTKu
NMepcoHanbHbIX AaHHbIX (CpeacTBa WM CUCTEMbl  3BYKO3amucu, 3BYKOYCUNEHWUS,
3BYKOBOCMPOW3BELEHUNSA, MeperoBOopHble U TefeBU3MOHHbIE YCTPOINCTBa, CpeacTsa
N3rOTOBNEHUA, TUPAXMUPOBaAHUA [OKYMEHTOB W [Apyrue TexXHUYeCKue CcpefcTsa
06paboTKM peyeBOM, rpaguyeckoi, Buaeo- n 6yKBeHHO - LMKDPOBOI MHGOpMaLnn),
nporpammMmHble cpeacTtBa (onepauuoOHHbIE CUCTEMbI, CUCTEMbl ynpasneHus 6asamu
AAaHHbIX W T.M.), CPeAcCTBa 3aWUTbl MHpOpMaLnK;

23) TeXHWYeCKMN KaHan yTeuykn UHGpopMaLMn - COBOKYMHOCTb HOCUTENS
nHopmaumm (cpeactea 06paboTKKM), (U3MYECKOW CcpeAbl  pacnpocTpaHeHUs
MH(OPMATMBHOIO CWUrHana W CPeacTs, KOTOpbIMU A06bIBaeTCcAa  3aliuLiaemas
NHpopMaLmns;

24) yrpo3bl 6€30MacHOCTU MepcoHaNbHbIX AaHHbIX - COBOKYMHOCTb YC/I0BWIA
W (aKTOpOB, CO34aKOLWMX OMNaCHOCTb HECAHKLWOHWPOBAHHOro, B TOM 4uCne
Cny4yailHOro, fpocTtyna K MNepCcoHasibHbIM [AaHHbIM, pPe3y/bTaTOM KOTOPOro MOXET
CTaTb YHUUYTOXEHUE, U3MeHeHue, O6/0KMPOBaHWE, KOMUPOBaHMe, pacrnpocTpaHeHue
MepPCOHaNbHbIX [AaHHbIX, @ TakKXXe WHbIX HEeCAHKLWOHWPOBAHHbIX AEACTBUIA MNpU WX
06paboTKe B UHPOPMALNMOHHOW CUCTEME MEPCOHA/bHbLIX AaHHbIX;

25) YHUUTOXXEHNE NepCOHaNIbHbIX faHHbIX - eCTBUSA, B pe3y/ibTaTe KOTOPbIX
HEBO3MOXHO BOCCTAHOBUTH cogepxaHue nepcoHanbHbIX [aHHbIX B
NH(IOPMaLNOHHON CUCTEME MNEePCOHaNbHbIX AAHHbIX WAW B pe3y/ibTaTe KOTOpPbIX
YHUYTOXaKTCA MaTepuasnbHble HOCUTENN MepCOHaNIbHbIX JaHHbIX;

26) yTeuka (3awuuiaemor) MHGpOpMaLMM MO TEXHUYECKUM KaHalaMm -
HEKOHTPO/NIMPYEMOE pacnpocTpaHeHMe WHQoOpMauMy OT HOCUTeNa 3aluLiLaeMoi
nHpopmaumm  4yepes  (PLIBMYECKYHD  cpedy A0  TEXHWYECKOro  CpefcTsa,
OCYLLEeCTBNAKOLWEro nepexsar nHpopmaumnm;

27) YyA3BUMOCTb WH(MOPMALNOHHOW CUCTEMbl MNEPCOHasIbHbIX [aHHbIX -
HeJoCcTaToK wauM cnaboe MeCcTO B CUCTEMHOM WAW NPUKNALHOM MNPOrpaMMHOM
(nporpaMmHo-anmnapaTtHOM) o6ecnevyeHUUM aBTOMATU3MPOBAHHON WMHMOPMALNOHHOW
CUCTEMbI, KOTOpble MOrFyT ObiTb WCMO/Mb30BaHbl ANA  peanusauuy  yrposbl
6e30NacHOCTN NepPCOHasbHbIX faHHbIM;

28) UEeNI0OCTHOCTb WHMoOpMaunmMm - COCTOAHWE WHGopMayuu, MNpPU KOTOPOM
OTCYTCTBYeT nt60e ee W3MeHeHMe M60 W3MEHEeHMEe OCYLLeCTBNAETCA TOJIbKO
npegHaMepeHHO Cy6beKTaMn, MMEKLWMMY Ha HEro npaso.



Pasgen Il Knaccunukauyma v UCXOAHbIA  YPOBEHb  3aLLMLLEHHOCTHN
NH(OPMAaLMOHHbBIX CUCTEM NepcoHasibHbIX faHHbIX OO0 YK «PaccBeT»

5. CoctaB UM cofepxaHue yrpo3 06e30MacHOCTM MePCOHANbHbIX [aHHbIX
onpefenseTcsd COBOKYMHOCTbIO YCNOBUWA UK (haKTOPOB, CO3JalOLIMX OMNacHOCTb
HecaHKLMOHUPOBAHHOIO, B TOM 4MUC/Ae C/lyyalHoro, focTyna K MepcoHanbHbIM
LaHHbIM.

COBOKYMHOCTb Takux YCNOBWA UK  (PAKTOPOB (OPMUPYETCA C Y4yeToMm
xapaktepuctuk VCIMAOH, cBOWCTB cpeabl (MyTU) pacnpocTpaHeHns UHHDOPMaTUBHbIX
CUIHaNOoB, COAepXaliMX 3alimwaeMyo MHGOpMaLuio, U BO3SMOXXHOCTEN UCTOYHMKOB
yrpos3bl.

6. B 3aBUCMMOCTM OT LENeRn 1 cogepxaHnsa 06paboTKM MepCcoHanbHbIX AaHHbIX
ocyuwiectnseTca ux obpabotka B UCIMH pasnmyHbIX TUMOB.

7. NCTAH 06begnHAT 0606LLeHHbIE XapaKTepPUCTUKN:

- no cTpyktype WCIAOH: /foKanbHble WHMOPMaLWOHHbIE CUCTEMbl WU
pacnpefenieHHble MHHOPMaLNOHHbIE CUCTEMDI;

- M0 HaAM4MKO NOAK/HOYEHUNA K CETAM CBA3M 0OLWEero nonb3oBaHus u (Mnn)
CeTAM  MEeXAYHapo4HOro WHMOPMAUMOHHOTO 06MeHa: CUCTeMbl, WMeloLimMe
NOAKNOYEHNSA, N CUCTEMbI, HE UMetoL e NOAKTHOYEHWNI;

- N0 peXXnmy 06paboTKM MepcoHaNbHbIX AaHHbIX B MH(POPMALMOHHOWK CUCTEME
NHPOPMALNOHHbIE CUCTEMbI: MHOTOMO/Ib30BaTE/IbCKUE;

Mo  pasrpaHuyeHWt0 npaB  AOCTyna Nonb3oBaTefniel:  CUCTEMbI  C
pasrpaHM4yeHnem npas focTyna.

Bce TtexHuyeckune cpepctea WCIOH Haxogatca B npegenax Poccuidckoi
depnepayun.

8. B 3aBMCMMOCTM OT TEXHONOrUIA, cOoCTaBa W XapaKTEPUCTUK TEXHUYECKUX
cpeacte MCMAH, a TakXe onacHOCTM peanu3aumm  yrpo3 6e30nacHOCTM
MEepPCOHaNbHbIX  AaHHbIX N HacTynneHusa nocnescTBUM B pe3ynbTate
HeCaHKLMOHNUPOBAHHOTO  WAM  cnyyailHoro pgoctyna Bce WCIIAH  MOXHO
KnaccuuunposaTtb Kak cnegytowime tunsl WCIMAH:

- nokanbHble NCII[OH, He umerowme NOAKNHOYEHUE K CeTAM CBA3U 06Lero
NoNb30BaHMA U (MNK) CETAM MEXAYHapoAHOro MHPOPMaLMOHHOT0 06MeHa;

- pacnpegeneHHble WCIMAH, He nmetowne NogKNOYEHNE K CETAM CBA3M 06Lero
Nno/sib30BaHMA 1 (MNKN) CETAM MEXAYHapOAHOro MHpOopMaLMoOHHOI0 06MeHa.

9. VicxoaHbli ypoBeHb 3awmuieHHocTn VCTMOH onpeaeneH Kak cpegHuin, Tak
Kak He MeHee 70% xapaktepuctnk WCIIAH COOTBETCTBYIOT YPOBHI He HUXe
«CPEeSHNIA».

MokasaTtenn McxogHon 3awmuweHHocTn VCIMAOH onpegenedbl B Mpunoxenun 1
K HacTosawen Mogenn yrpos.

Pasgen i Knaccugpukaums aKTyanbHbIX  yrpo3 6e3onacHoOCTH
nepcoHanbHbIX AaHHbIX

10. BO3MOXHOCTM WCTOYHMKOB Yrpo3 6e30MacHOCTU MepCOHaNbHbIX AaHHbIX
00yCNnoBNEHbI  COBOKYMHOCTbKD  CMOCO60B  HECaHKLUMOHWPOBaHHOrO U (KMnn)
CNyyalHOro focTtyna K nepcoHasibHbIM AaHHbIM, B pe3y/ibTaTe KOTOPOro BO3MOXHO
HapyLeHne KOH(NAEHLNANTBHOCTY (KonmpoBaHue, HenpaBoMepHoe



pacnpocTpaHeHne), LUenoCTHOCTU (YHUUYTOXEHWe, W3MeHeHue) W [LOCTYMHOCTU
(6noknpoBaHme) NepcoHanbHbIX AAHHbIX.

Yrpo3za 6e30MacHOCTM MepPCOHaNbHbIX [aHHbIX peanu3yeTca B pe3ynbTaTe
obpa3oBaHMA KaHasa peanu3auum yrposbl 6e30MacHOCTM MNepPCoHabHbIX AaHHbIX
MeXAy WMCTOYHWUKOM Yrpo3bl U HOocUTenem (MCTOUYHMKOM) MNEepPCOHalbHbIX AAHHbIX,
4YTO CcO34aeT YCNOBUA [LNA HapylweHWs 6e30MacHOCTU MepcoHaNbHbIX AaHHbIX
(HeCcaHKLMOHMPOBAHHbLIN UAN CyYalHbIA JOCTYnN).

11. Mpu o06paboTKe nepcoHaNbHbIX [AaHHbIX B /oKanbHbiXx WCIIOH, He
NMEeLWNX MNOLKNOYEHNA K CeTAM CBA3M 00Wero nofib3oBaHud u (Mau) cetam
MeX/AYHapo4HOro MHOpMauMOHHOro 06MeHa, BO3MOXKHA peanunsauma cnegyrowmx
yrpo3 6e30nacHOCTM NnepcoHaNbHbIX AaHHbIX:

1) yrpo3bl yTe4Yku MHMoOpMaL MM No TeEXHNYECKUM KaHanawm;

2) Yrposbl HECaHKLUMOHMPOBAHHOINO [OCTyna K MepCcoHa/bHbIM [AaHHbIM,
obpabaTbiBaeMbIM Ha aBTOMaTU3MPOBAHHOM paboyem MecTe.

12. Yrpo3bl yTe4KN MHpOpMaLmMy No TEXHUYECKMM KaHanaMm BKKYaloT B cebs:

1) yrpo3bl yTeYKN aKyCTUYECKOWN (peyeBoil) MHGpopmaunu;

2) Yrposbl yTe4KN BUA0BOW UHGOpMaLmnK;

3) yrposbl yTeykn MWHGpopMauuy no KaHany Mno60YHbIX 3/1IEKTPOMarHUTHbIX
N3yYeHWA N HaBOAOK.

13. BO3HMKHOBEHME YIrpo3 YTeuykM akKyCTUYecKoin (peyeBoil) WHGpopmauuu,
cojep)Kalleincsd HernocpeacTBEHHO B MPOU3HOCUMMOW peun nonb3osatens NCMAH,
BO3MOXHO MpPW HanMumnm ¢yHKLUA r0N0COBOr0 BBOAAa MEPCOHANbHbIX AAHHbIX B
NCMNOH vnn (yHKUWIA BOCNPOMU3BEAEHUS MEPCOHaNbHbIX [AaHHbIX aKyCTUYeCKUMM
cpeacteamn NCI4H.

14. Peanusauyus yrposbl yTeykum BWUAOBOA WHMOPMaLUM BO3MOXHA 3a CYeT
npocMoTpa MHMOPMaLUK C NOMOLLbI ONTUYECKUX (ONTUKOINEKTPOHHbIX) CPeACTB C
9KpaHOB Aucnniees W [pYyrux CpeacTB oTobpaxeHWs CPeacTB  BbIYUCAUTENbHOW
TEXHUKN, WHPOPMaLUOHHO-BbIYMCAUTENIbHbIX KOMIMJIEKCOB, TEXHUYECKUX CpefcTBa
06paboTKKM rpaduyeckoit, Buaeo- n 6yKBeHHO-LNGPOBOI NHOPMALNKN, BXOAALLMNX B
coctaB NCI1A4H.

15. Yrpo3bl yTeYKM WHGpOpMaUnMM No KaHany MNO6GOYHBIX 3/1EKTPOMarHUTHbIX
N3yYeHU N HaBOLOK BO3MOXHbl M3-3a HaIMYUA 3NEKTPOMArHUTHbLIX U3NY4YEeHUN, B
OCHOBHOM, MOHMUTOpPa W CUCTEMHOro 650ka KomnbtoTepa. OCHOBHYH OMNACHOCTb
NPeLCTaBNAOT Yrpo3bl YTEYKU U3-3a HaIUuUs 3NEKTPOMarHUTHbLIX WU3NYYeHWUN
MOHUTOPA.

16. ¥Yrpo3bl HeCaHKLUMOHMPOBAHHOIO AocTyna B fokKanbHbIX NCIAH cBA3aHbI C
AEACTBMAMW Hapylwiutenein, numetrowmnx goctyn Kk UCMAH, BKAoYaa nonb3oBaTenen
NCMAH, peanunsyowmnx yrposbl HenocpeactseHHo B WCIIAH, a Takxe
HapywuTenen, He umetrowmnx goctyna K UCIMAOH, peanmsyowmx yrposbl U3 BHELWHNX
ceTeil  cBA3M  0oOWEro nonb3oBaHMA U (MAKM)  CceTell  MeXAYyHapOoAHOro
NH(OPMaLMOHHOIO 06MeHa.

17. ¥Yrposbl HecaHKuMWOHMpoBaHHOro pgoctyna B WCIIAH, cBA3aHHble C
AENCTBUSAMU HapywinTenen, nmerowmx goctyn kK UCMAH, BKAOYAKOT B Ceb1:

1) yrposbl, peanu3yemble B XOfe 3arpyskum onepaunmoHHOW CUCTEMbI W
HanpaB/fieHHble Ha MepexBaT Maposen wAn UAEHTUPUKATOPOB, MOAMDUKALNIO
6a3oBoil cuctembl BBOga/BbiBOga (BIOS), nepexsaT ynpaBneHUs 3arpy3Koiu;

2) yrposbl, peanudyemble nocne 3arpys3kum onepaynmoHHOW CUCTEMbI U



Hanpas/ieHHble Ha BbINO/HEHNE HECaHKLMOHMPOBAHHOIO AO0CTyna C MPUMEHEHUEM
CTaHAapTHbIX PYHKL NI (YyHUuTOXEHwMe, KonunpoBaHue, nepemeLleHue,
(hopmaTnpoBaHMe HoOCUTeNeid WHGpopmauum M T.n.) ONepautMoOHHOW CUCTEMbl WK
Kakon-nmbo npuknagHow nporpammbl (Hanpumep, CUCTEMbl ynpaBfieHUs 6asamu
[aHHbIX), C NPUMEHEHMEM CMNeLnanbHO Co3AaHHbIX Ans BbinonHeHus HC/A nporpamMm
(nporpamMm npocMoTpa U MoauMpuKauuum peecTpa, Moucka TEKCTOB B TEKCTOBbIX
thainax u T.M.);

3) yrposbl BHeApeHus BPeLOHOCHbLIX NPOrpamm.

18. ¥Yrpo3bl HeCaHKLUMOHUPOBAHHOIO AocTyna B noKanbHbiX NCIMAH BKAoyako!'
B cebn:

1) yrposbl «AHanu3a ceTeBOro Tpauka» C MepexBatoM nepesaBaeMoii Mo
NOKasibHOW CeTU MH(opMaLmnu;

2) yrpo3bl BbIIBfIeHUS Naposei;

3) yrposbl y4aneHHoro 3anycka npuioXeHui;

4) yrposbl BHeApeHUa Nno ceT BPELOHOCHbIX MPOrpaMm.

Pasgen 1V Yrpo3bl yTeYKN UHPOPMALUM MO TEXHUYECKUM KaHanam

19. OCHOBHbIMW 3NEMEHTaMW ONUCaHWUA Yrpo3 YTeykn WHpopmauum no
TEXHUYECKMM KaHasiam SIBAAKTCA: UCTOUYHMK Yrpo3bl, cpefa (MyTb) pacnpocTpaHeHus
MH(OPMATUBHOIO CUTHaNa U HOCUTENb 3al1LLLaeMOR HopMaL UK.

20. VICTOYHMKaMM Yrpo3 YTeYkKn WHGpopMaunMy Mo TeXHUYEeCKMM KaHanam
ABNAKTCA (hn3nyeckue nuua, He nmetowme goctyna K MCMAH, a Takxe 3apyo6exXHble
cneucny>xoel  wunau  opraHusaymm (B TOM  4ucne  KOHKypupyluwme  uam
TeppopuUCTMUYECKMe), KPUMUHANbHbIe TPYNNUPOBKK, OCYLLEeCTBAAKOLWMNE MepexsaT
(cbem) MHGpoOpMaLMM C WUCMOSIb30BAHUEM TEXHUYECKUX CPEeACTB ee perucrpayum,
npvemMa unu ortorpapupoBaHus.

21. Mpu obpaboTKe nepcoHanbHbIX AaHHbIX B WCIIAH 3a cyeT peanusauyuu
TEXHUYECKUX KaHaNIoB YTEYKN MH(OPMaLny BO3MOXHO BO3HUKHOBEHWE CNefyoLLnX
yrpo3 6e30MacHOCTM MepcoHanbHbIX AaHHbIX:

1) yrpo3bl yTeUkn aKyCcTUUYECKOM (peveBoi) MHopmaumnm;

2) Yyrpo3sbl YTeYKN BUAOBON MHDopMaLmMK;

3) yrpos yTteuyku wuHpopMaumMy no KaHanaMm MOOOYHbLIX 3NEKTPOMArHUTHbLIX
N3NyYeHUn N HABOJOK.

22. BO3HWKHOBEHME Yrpo3 YTeuykun akycTUyeckoin (peuveBoi) uHGpopmauuu,
coaep)Kallenca HernocpeacTBEHHO B MPOU3HOCMMOWN peyn nonb3osatens WNCMAn,
BO3MOXHO MpU Hanuuymm (QYHKLUA rON0COBOr0 BBOAA MEPCOHANbHbIX AaHHbIX B
NCMAOH vnn (PyHKUWIA BOCNPOU3BEAEHWUS MEepPCOHaNbHbIX AaHHbIX aKyCTUYECKUMMU
cpeacteamun NCI1A4H.

23. [TlepexBaT  aKyCTM4eckoi (peyeBol) MHGpoOpMauuy  BO3MOXEH C
MCNONb30BaHMEM annapaTypbl, PerucTpupylollein akyctuyeckume (B BO3LYyXe) W
BMbpoakycTuyeckue (B ynpyrux cpefax) BO/IHbI, & TAKXe 3/1eKTPOMArHUTHbIE (B TOM
yucne ONTUYECKUE) W3NYYEeHUS U 3/IeKTPUYeCKUe CUrHanabl, MOLYNUPOBaHHbIe
MH(OPMATUBHbLIM aKyCTUYECKUM CUTHa/IOM, BO3HMKalOLWMe 3a cHeT npeobpasoBaHuii
B TEXHMYECKUX CpeAcTBax 006pabOTKM MepcoHaNbHbIX [AaHHbIX, BCMOMOraTefibHbIX
TEXHUYECKUX CPEeACTBax U CUCTeMax MU CTPOUTENbHbIX KOHCTPYKLUUAX U UHXXEHEPHO -
TEXHUYECKUX KOMMYHWUKaLMAX NOA BO3LeNCTBMEM aKyCTUUYECKMUX BOJH.



MepexBaT aKyCTUYeCcKOW (peyeBOi) WHGpoOpMaLMM TakXKe BO3MOXEH C
MCMONb30BAHMEM  CMeuuanbHbIX  3N1EKTPOHHbIX  YCTPOWCTB  CbeMa  peyveBoit
NH(OpMaLnK, BHELPEHHbIX B TeXHWYECKMe cpefcTBa 06pabOTKM MNEpPCoHaNbHbIX
[aHHbIX, BCOMOraTe/fbHble TeXHUYECKUEe CpeAcTBa W CUCTEMblI U MOMELLEHNA WU
MOAKNOYEHHbIX K KaHanaM CBA3MW.

24. B WNCMOH QyHKUMM TrofocoBOro BBOAA MNepPCOHasbHbIX [faHHbIX WK
(OYHKUMN BOCMNPOM3BELEHUA MEPCOHANbHbIX [aHHbIX aKyCTUYECKUMU CpeacTBamu
OTCYTCTBYIT. BepoATHOCTb peanusaumm yrposbl YTEYKU aKyCTUYeCKOoin (pe4veBoin)
MHopMaLmnM onpefeneHa Kak ManoBepOATHasd, BO3MOXHOCTb peanunsauuu yrposbl
ABNSAETCA HU3KOMN, NOKa3aTeNb ONAaCHOCTW Yrpo3bl - HeakTyasbHas.

25. Yrpo3bl yTeyku BUAOBOW MHGDoOpMauLMy peanmn3ytoTcs 3a CYET npocMoTpa
NMepPCOHaNbHbIX AaHHbIX C MOMOLbLIO ONTUYECKUX (ONMTUKO3NEKTPOHHbLIX) CPEACTB C
39KpaHOB [JuCNneeB W [PYruUx CPeacTB OTOOpaKeHUs CpeAcTB BblYMCUTENBHON
TEXHUKUN, WHPOPMALWUOHHO -BbIYUCAUTENbHBIX KOMMJIEKCOB, TEXHUYECKUX CPeAcTB
06paboTKM rpadmyeckom, BUAE0- N 6YKBEHHO-LU(POBOK MH(OPMaLMK, BXOAALWMX B
coctaB NCI1AH.

MpocmoTp (peructpaumsa) NepcoHasbHbIX [aHHbIX TakKXe BO3MOXEH C
MCNONb30BAHNEM CMeLNanbHbIX 3M1EKTPOHHbLIX YCTPOWCTB Cbema, BHELPEHHbLIX B
CNYXeOHbIX NMOMELEeHUAX WM CKPbITHO UCMO/Ib3yeMbIX (PU3NYECKUMU NuLamu npu
MnoceweHN UMIN CNY>KeOHbIX MOMELLEHWUIA.

Paboumne mecta nonb3osartenein NCIAH opraHu3oBaHbl Takum 06pa3om, YTOObI
ObIn NCKNOYeH CNyYalHblii npocmoTp NHpopMaLnm c 39KpaHoB
aBTOMATU3NPOBAHHbLIX paboymx MecT.

26. BepoATHOCTb peanu3auyuMm  yrposbl YTeYKM BUAOBOW  UHGDOpMaLUn
onpegeneHa Kak HU3Kas, BO3MOXHOCTb peanu3auun yrposbl SABAAETCA CPefHei,
nokasaTtesb ONacHOCTU Yrpo3bl - aKkTyanbHas.

27. BO3HWKHOBEHME Yrpo3bl YTEYKUM WHPOpMauMy Mo KaHanam Mo60YHbIX
3N1eKTPOMarHUTHbIX WU3/ly4eHWA W HABOLOK BO3MOXHO 3a CYyeT [MepexBarta
TEXHUYECKUMWN CpeacTBamMu NO6O0YHbLIX (He CBA3aHHbLIX C NPAMbIM (PYHKLWUOHANbHbLIM
3HayeHnem anemeHToB WCIMAH) WHMOPMATUBHLIX 3/1EKTPOMAarHUTHbLIX MOMeid U
3NEKTPUYECKUX CUTHAN0B, BO3HMKAWOLWMUX Npu 06paboTKe NEpcoHasbHbIX AaHHbIX
TexHuyeckumun cpegctesamu NCIgH.

Bce anemeHTol WCMAH HaxogAaTcsd BHYTPUM KOHTPOIMPYEMO 30HbI Ha
[OCTaTOYHOM pacCTOAHUM OT ee rpaHul. WHGPOpPMaTUBHbLIA CUTHan B KaHanax
MOBOYHBLIX 3N1EKTPOMArHUTHbLIX W3NYYEHUA W HaBOAOK COBPEMEHHbIX CpeAcTB
BbIYNCINTENIbHON TEXHUKW OYeHb HU30K, U OH MACKUPYETCA MHOXECTBOM [pYrux
N3ly4eHUn OT aBTOMATU3UPOBaHHbLIX paboumx MecT, He coctoAwmux B NCMAH, a
TakXe OT NPOoYMX 3/IEMEHTOB COBPEMEHHOW MH(OPMALMOHHOW UH(PACTPYKTYpbI.

28. BepoATHOCTb peanus3aumm Yyrposbl YTeYKU WHGPOpMaLUM N0 KaHanam
MOOOYHbLIX  3NEKTPOMArHUTHLIX  WU3lyYeHWAW WM HABOLOK  OnpejeneHa  Kak
MasioBeposATHas, BO3MOXXHOCTb peanu3auuy yrposbl ABAETCA HU3KOMW, NoKasartesb
ONacHOCTM Yrposbl - HeakTyasbHas.

29. O6o6uweHHas uWHpopMauna no yrposam YTeYKM WHDOopMauum no
TEXHWUYECKMM KaHanam npegcrasneHa B MpunoXxeHun 2 K Hactoswen Mogenu yrpos.



Pasgen V Yrpo3bl HecaHKUWMOHMPOBAHHOrO fAoCTyna K WHMopmauun B
NH(OPMAaLMOHHBLIX CUCTeMaXx MepcoHasbHbIX AaHHbIX OO0 YK «PaccBeT»

30. ¥Yrposbl HecaHKUuMWOHMpoBaHHOro poctyna B WCIIAH Cc npuMeHeHWem
nporpaMMHbIX M MPOrpaMMHO-anmnapaTHbiX  CPeACTB  peannsyroTcA npu
OCYLLEeCTBNIEHUN HECaHKLMOHMPOBAHHOIO, B TOM 4uUCNe ChyYailHoro, fAocTyna, B
pe3ynbTate  KOTOPOr0  OCYLIEeCTB/AETCA  HapylweHue  KOHMUAEHLMUANbHOCTU
(KonunpoBaHue, HeCaHKLWOHMPOBaHHOE pacnpocTpaHeHue), L,eNIOCTHOCTH
(YHWUTOXEHNEe, W3MEHEHME) W AoCTynHocTuM (6NOKMPOBaHWE) MepCOHasbHbIX
[AaHHbIX, U BKIKOYAOT B Cebs:

1) yrpo3bl goctyna (MPOHWKHOBEHUSA) B OMepaLuOHHY cpedy KOMMbiOTepa C
MCNONb30BaHMEM LUTATHOIO MporpammMHoro ob6ecneyvyeHma (cpeAcTB onepalnoHHOWM
CUCTEMbI UV NPUKNAAHbLIX NporpaMm o6Lwero NnpUMeHeHNs);

2) Yrposbl  CO3[aHUA  HeWTaTHbIX pPEexXMMoB paboTbl  NpPOrpamMMHbIX
(NnporpaMmmHoO-annapaTHbIX) CPeACTB 3a CYeT MpeaHaMepeHHbIX  M3MeHEHWI
CNY)XXeOHbIX [aHHbIX, WTHOPUPOBAHUA MNPEAYCMOTPEHHbIX B LWTaTHbIX YC/OBUAX
OrpaHNUYeHWn Ha COCTaB W XapaKTepucTukm obpabatbiBaeMo UHDopMaLum,
NCKaXeHna (Moanukaymmn) cammx gaHHbIX U T.0.;

3) yrposbl BHeLpeHus BPef0HOCHbIX nporpaMmm (nporpamMmmMHo-
mMaTemMaTnyeckoro BO3f4encTBemA);

4) KOMOWHMpOBaHHbIE Yrpo3bl, MNpeAcTaBAslOlWMe CO60A coyeTaHMe Yrpos,
YKa3aHHbIX B NOANYHKTax 1- 3 HacTOALLEro NyHKTa.

31. NICTOYHMKaMWN Yyrpo3 HecaHKUMoHMpoBaHHoro gocrtyna B WUCIMAH mory!
ObITb:

1) HapywmnTens;

2) HOCUTENb BPEAOHOCHOW NPOrpaMmbi;

3) annapaTHas 3aknagka.

32. Tlo Hannyuw npasa MNOCTOAHHONO wWAM  pas3oBoro Aoctyna B
KOHTponunpyemyto 3o0Hy NCIOH HapywunTenu nogpasfenalorca Ha ABa Tuna:

1) HapywwuTenn, He umewwme aoctyna K NCIMAH, peannsyrouime yrposbl u3
BHELIHMX CeTeil CBA3M 06LWLero nonb3oBaHWs u (MAK) ceTel MeXAYHapOLHOro
MHPOPMALNOHHOTO 0OMEHA, - BHELWWHWNE HapYLNTeNn;

2) HapywwuTenu, umetowme pgoctyn K WCIIAH, BKAO4Yas MNonb30BaTesNei
NCIAH, peanusyowune yrpossl HenocpeactsBeHHo B WCIIQH, - BHYTpPeHHue
HapyLmTenu.

33. Hocutenem BpefOHOCHOM NporpaMmbl MOXET OblTb anmnapaTHbIA 3N1eMEHT
KOMMblOTEpPA WAN NPOrpaMMHbIA KOHTeillHep. Ecnu BpefgoHOCHas nporpamMma  He
accoummpyetca ¢ Kakon-nmbo npuknagHonW nporpaMmon, TO B Ka4eCTBe ee HOCUTeNs
paccmaTpuBaloTCA:

1) oTuy>Xaaemblii HOCUTENb, TO eCTb AMCKeTa, onTtuyeckuih auck (CD-R, CD-
RW), hnaw-namatb, 0TYYXAaeMbliA XXeCTKUIA AUCK U T.M.;

2) BCTpPOEHHble HOCUTENU WHMoOpMaunum (KecTkue [UCKW, MUKPOCXeMb
onepaTtMBHOW MNaMATK, MpOoLeccop, MUKPOCXeMbl CUCTEMHOW MNnaTbl, MUKPOCXeEMbI
YCTPOWCTB, BCTpamBaeMbiX B CUCTeMHbI 6/0K: BuAeOafanTtepa, CETEBOW Mathl,
3BYKOBOW MnaTbl, MOAeMa, YCTPOWCTB BBOAa/BbIBO4A MarHUTHbIX >KECTKUX MU
ONTUYECKUX [UCKOB, 6/10Ka NUTAHUA W T.M., MUKPOCXeMbl MNPAMOro Aoctyna K
namaTK, WWH nepegayn faHHbIX, NOPTOB BBOAA/BbIBOAA);



3) MWKPOCXEMbl BHELWHMX YCTPONCTB (MOHWTOPA, KnaBMaTypbl, MPUHTEPA],
MofieMa, CKaHepa v T.M.).

34. Ecnn BpepgoHOCHas nporpamma accoummpyeTca ¢ Kakon-nmbo npuknagHou
nporpammMon, ¢ ¢ainnamu, UMeKLWMUMN OnpeaesieHHble pPaclINUPEHUs WU UHbIe
aTpnobyThl, C COOOLEHNAMM, NepesaBaeMbiMK MO CETU, TO €e HOCUTENAMWN ABNAKOTCSH:
1) nakeTbl NepegaBaeMbiX N0 KOMMbIOTEPHOW CETU COOBLLEHWUA;

2) (haiinbl (TEKCTOBbIE, rpatinyeckme, NCMOMHAEMbIE U T.4.).

35. MprnuynHaMmn BO3HNUKHOBEHUA yA3BuMocTen MICTOH aBnstoTCA:

1) owmnbKM Npu NPoeKTUpoBaHMM U pa3paboTKe nporpammHoro (NporpaMmHoO-
annapaTHoOro) obecneyeHus;

2) npegHamepeHHble OeACTBMA MO  BHECEHUK  yA3BMMOCTEW B Xxofe
NPOEKTUpPoOBaHMA M  pa3paboTkm nporpaMmHoro (nporpammMHO-annapaTHOro)
obecnevyeHus;

3) HenpaBWbHble HaCTPOMKM MNporpaMMHOro obecneyvyeHus, HernpaBoOMepHOE
N3MEHEHWE PEXMMOB PaboTbl YCTPOMCTB U NPOrpamMmm;

4) HecaHKLMOHNPOBaHHOE BHeAPEHME U UCNOb30BaHWE HEYUYTEHHbIX NporpaMm
C nocnefywwuMm  HeoOOCHOBAHHbLIM  pacXofOBaHMEM  pecypcoB  (3arpyska
npoueccopa, 3axBaT ornepaTMBHOM NaMATM M NaMATU HA BHELIHWUX HOCUTENAX);

5) BHeApeHue BPEAOHOCHbIX MNporpamm, co3jaloWwmMx  ya3BMMOCTM B
NporpaMMHOM W MPOrpaMMHoO-annapaTHOM o6ecneyvyeHunu;

6) HeCaHKLMOHMPOBAHHble  HEYyMblW/IEHHble  AeWACTBMA  MONb30BaTeNen,
npueoasLiMe K BOSHUKHOBEHMNIO YSA3BMMOCTEN;

7) cbon B paboTe anmapatHOro M nporpamMHoro ob6ecrieyeHnsi (Bbl3BaHHbIE
c60 MW B 3NEKTPOMUTAHUU, BbIXOAOM M3 CTPOA annapatHbiX 3/1EMEHTOB B
pe3yfnibTate CTapeHUs U CHUXEHUA HAAeXHOCTW, BHEWHWMN BO3LEACTBUAMM
39NEKTPOMarHUTHbIX NOMe TEXHUYECKUX YCTPOMCTB U 4p.).

36. ¥rpo3bl goctyna (MPOHUKHOBEHWSA) B ONEpaLMoOHHYIO Cpeay KOMMbroTepa u
HeCaHKLMOHUPOBAHHOIO AOCTYyMa K NepcoHasibHbIM JaHHbIM CBfA3aHbl C 4OCTYMNOM:

1) K MH(opMaLMM 1 KOMaHAaM, XpaHALWmnmMca B 6a30BOi cucteMe BBOAA/BbIBOAA
(BIOS) WCMAH, <Cc BO3MOXHOCTbIO  repexsata YyrnpaBfieHUs  3arpy3Koi
onepayuoHHON CUCTEMbI U MONYYEHMEM MpaB LOBEPEHHOr0 MoAb30BaTeNs;

2) B OonepauuoOHHYK cpefy, TO eCTb B cpedy (PYHKLMOHMPOBAHUS JIOKA/IbHOM
OonepauuoHHOMW CUCTEMbl  OTAENbHOro TexHuuyeckoro cpegactea  WCMAH c
BO3MOXHOCTbIO BbINO/IHEHWS HECAHKLMOHMPOBAHHOIO A0CTyna MnyTemM Bbl30Ba
WTaTHbLIX MporpaMm  OnepaunMoHHOW  CUCTEMbl  WAW  3anycka cheyuanbHo
pa3paboTaHHbIX MPOrpamMmM, peannusyruinx Takmne 4encTemns;

3) B cpegy (YHKUMOHMPOBAHWUS TMpUKIaAHbIX nporpamm (Hanpumep, K
NoKanbHOM cucTeme ynpasnieHns 6asamu gaHHbIX);

4) HenoCpPeACTBEHHO K WHMopmayun nonb3osBaTensd (K daitnam, TEKCTOBOW,
ayamo- n rpauyeckoin MHpopmaymm, nonsiM u 3anucsiM B 3/1IEKTPOHHbLIX 6asax
[JaHHbIX) M 00YyCNOB/ieHbl BO3MOXXHOCTbIO HapyLlleHUs ee KOH(PUAEHLMWANbHOCTH,
LLENOCTHOCTM U AOCTYNHOCTM.

37. B cnyuyae ecnu WCIMAOH peanu3oBaHa Ha 06a3e /NOKanbHOWN  wAu
pacnpefeneHHoOn MHMOPMALNOHHOW CUCTEMbI, TO B HEW MOTYT OblTb peann3oBaHbl
yrposbl  6e30macHoCTM  MH(poOpMauuy  NyTemM  MCNONb30BaHMA  MPOTOKO/IOB
MEXCeTeBOoro B3aMMOJeNCcTBMISA. Mpwn 3TOM MOXeT obecneumBaTbCs
HEeCaHKLMOHMPOBaHHbIA AOCTYN K MEepCOoHaNbHbIM [aHHbIM WNW peann30BbIBaTbCA



yrposa oTkasa B 06cny>xusaHuu. Oc06eHHO onacHbl Yyrposbl, korga WCIIAH
npesacTaBnget co60M pacnpefenieHHY0 MHPOPMaLNOHHY0 CUCTEMY, NOLKIHOYEHHYIO
K CeTAM 00Lero nonb3oBaHUa n (U1KM) CeTAM MEXAYHapoLHOro MH(MOPMaLNOHHOIO
obmeHa.

38. NporpamMHO-MaTeMaTNYeCKOe BO3AENCTBME - 3TO BO3AENCTBME C MOMOLLbIO
BPeAOHOCHbLIX MporpamMmm.

MporpaMMoi € MOTEHUManbHO ONacHbIMW MOCAEACTBUSMU WAWN BPEJOHOCHOM
nporpamMoli  Ha3biBalOT HEKOTOPYK  CaMOCTOATEe/IbHY  nporpammy  (Habop
WHCTPYKLMIA), KOTOpas cnocobHa BbIMNOAHATL /1t060e HenycTtoe MNOAMHOXECTBO
cnegyrLwmnx MyHKUNRA:

- CKpbIBaTb MPU3HAKW CBOEro NpuUCyTCTBUA B MPOrpaMMHON cpefe KOMMbIOTEPa;

- 06n1afatb CNOCOOHOCTLIO K camofy6nvMpoBaHWUIO, accouMMpoBaHUIO ceba ¢
ApyrMmu nporpamMmamu u (Unm) nepeHocy CBOUX (PParMeHTOB B WHble 06s1acTu
OnepaTMBHOW WX BHELLHEN NamsATu;

- paspywatb (MCKaxaTb MPOU3BO/IbHBIM  06pas3oM) Ko mnporpamMm B
onepaTUBHOW NamATK;

BbINOMHATL  6e3 NHULMUPOBAHNS CO  CTOpPOHbI nosnb3oBartens
(nonb3oBaTeNbCKOM  nNporpamMbl B LWITATHOM  peXwWMme  ee  BbIMOJSIHEHUSA)
[ECTPYKTUBHbIE (PYHKUUM (KONUPOBaHWE, YHUUYTOXEHWNE, B6/I0KMPOBaHME 1 T.M.);

- COXpaHATb ()parMeHTbl MH(OPMaLUU M3 ONepaTUBHON MaMATU B HEKOTOPbIX
o06nacTax BHewWHeW NnaMaT NpAMOro /goctyna (1oKanbHbIX UK YAaneHHbIX);

- MCKaXaTb MNPOM3BOJIbHbIM 06pa3om, 6n0kupoBatb W (MAK) MNOLMEHATH
BbIBOAWMbIA BO BHELWHIO MNaMATb WAM B KaHa/l CBA3WM MacCuB MHGpopMmauum,
obpasoBaBWIMiCcA B pe3ynbTaTe paboTbl MNPUKNAAHLIX MNpoOrpamMm, WM  yxe
Haxo4ALWwmMecs BO BHELIHEW NamMsATU MacCuBbl faHHbIX.

39. O606LeHHas MHpopMaLmMa No yrpo3aM HecaHKUMOHMPOBAHHOIO A0CTyna K
MH(popMaLMU B MHPOPMALMOHHOW CUCTEME MepCOHaNbHbIX faHHbIX MpeAcTaBieHa B
MpunoxeHnn 3 K HacToAwWwen Mogenu yrpos.



MpunoxeHue 1

K Mogenun yrpos 6esonacHocTu
NepcoHanbHbIX JaHHbIX NPU KX
06paboTKe B MH(OPMALMOHHbIX
cUCTeMax nepcoHasbHbIX faHHbIX
000 YK «PaccseT»

MOKA3ATENN NCXOAHON 3ALMNWEHHOCTUA UH®OPMALIVMIOHHBLIX CUCTEM
MEPCOHAJIbHBLIX OAHHbBIX OO0 YK «PACCBET»

TexHuyeckmne u aKcnayaralMoHHbIe YpoBeHb 3aLLMLLEHHOCTH
XapakTepucTuku
1 o TeppuTOpMaIbHOMY pasMeLLeHuIo CpefHui
2. T10 HaIMUNIO COeLMHEHNSA C CETAMU 06LLEro CpegHuia
Nnonb30BaHNA

3. Tlo BCTPOEHHbIM (N1erasnbHbIM) onepaunsam c CpegHuia
3anucsammn 6a3 NepcoHasbHbIX AaHHbIX

4. o pasrpaHM4yeHunto gocTyna K CpepgHwia

nepcoHasibHbIM AaHHbLIM
5. Mo HaMuno CoeMHEHN ¢ apyruMmn 6asamu Bbicokuii

NepcoHabHbIX JaHHbIX UHbIX
MH(OPMaLMOHHbIX CUCTEM MEPCOHaNbHbIX

AaHHbIX

6. Mo ypoBHIO 0606LLeHNs (06e311MYMBaHNSA) CpefiHuii
MepPCOHaNbHbIX AaHHbIX

7. Mo 06beMy nNepcoHasnbHbIX AaHHbIX, KOTOPbIE Bbicokuia

NpeLoCTaBATCA CTOPOHHUM MONb30BATENAM
MH(OPMALMOHHBIX CUCTEM MEPCOHaIbHbIX
AaHHbIX 6e3 npefBapuTebHOM 06paboTKu



MpunoxeHue 2

K Mogenu yrpos 6e3onacHoCTu
NepcoHasbHbIX faHHbIX NpU NX
06paboTKe B MHPOPMaLMOHHbIX
cMCTeMax NepcoHasibHbIX AaHHbIX
00O YK «PaccBeT»

OBOBWEHVNE NHPOPMAL W MO ¥YTPOSAM YTEUKU NHPOPMAL NN
Mo TEXHNYECKNM KAHATAM

HanmeHoBaHue
yrposbl

Yrposbl  YTeuKku
aKyCTUYECKO
NHopMaunu
YTpo3bl  YTeUKM
BN/OBOWA
NH(opmMaLun
YTrpo3bl  yTeuku

BepoaTtHocTb  Bo3moXH  Onacuoct
peanunsaunm 0CTb b Yrpo3bl
yrposbl peanusatl
m
yrposbl
Yrpo3sbl yTeUKN WL opMaLumn no TEXHUYECKUM KaHanam
ManoBepoaTH  Hu3kas CpepgHsas
a
Huskas CpegHaa  CpepHsas
ManoBepodaTH  Hu3kas CpepHsas
as

NH(opmaymn  no
KaHanam
NO6OYHbIX
3NleKTpOMarHuTa
bIX W3NMYYEHUA W
HaBOLOK

AKTyanbLHOCTb
yrposbl

HeakTyanbHasa

AKTyanbHasa

HeakTyanbHas

Mepbl no
NPOTUBOAENCTBYU
t0 yrpose

He TpebyeTcsa

Mopsagok
obpauieHms  co
Cny>kebHoM
nHhopMaLuei
OrpaHMyYeHHOro
pocTyna

He TpebyeTtcs



MpunoxeHue 3

K Mogenn yrpo3 6e3onacHocTu
MepcoHanbHbIX JaHHbIX NPU UX
06paboTKe B MHPOPMALMOHHbIX
cucTeMax nepcoHanbHbIX AaHHbIX
000 YK «PaccBeT»

OBOBWEHVNE NH®OPMALUWK MO ¥YTPO3AM
HECAHKUNOHWPOBAHHOIO AOCTYNA K NH®OPMALN B
NH®OPMALMOHHOW CUCTEME MEPCOHA/bHbIX AAHHbIX

HaumeHoBaH  BeposatHocTe  Bo3moxkHoe OnacHOCT  AKTyasibHOe Mepb! o
ne peann3amm Tb b Yrpo3bl Tb Yrpo3bl NPOTUBOAENCTBUIO
yrposbl yrposbl peanunsauunn yrpose
yrposbl

YTpo3bl HECAHKLMOHNMPOBAHHOIO AOCTYNa K UL FOpMauun B MH(OPMaLMOHHON cucTeme

Yrposbl, Hwnskas CpefHasa CpegHsass  AKTyanbHas  pumeHeHwni

peannsyemble CepTUMMLMPOBaHHbIX

B xoge CpeacTs 3aLmnThI

3arpysku NHpopMaLun oT

ornepaunoHHO HeCaHKLMOHNPOBaHHO

A cUCTEMbI ro gocryna

Yrposbl Huskas CpepHsas CpegHsass  AkTyanbHas  [pumeHeHwnit

peannsyemble CepTUMMLMPOBaHHbIX

nocne cpeacTs 3aLmnThI

3arpysku NHpopmaLu oT

ornepaunoHHO HeCaHKLMOHNPOBaHHO

i cucTeMbl ro [ocCTyna,
NHCTPYKLMS
nosib3oBaresns
NHHOPMAaLMOHHOM
CUCTEMBI
NepCOHaTbHbIX
[AaHHbIX

Yrpo3bl Hu3skasna CpepHsas CpegHsas  AkTyanbHas — [MpuMeHeHwit

BHeLpeHus CEPTU(ULMPOBAHH bIX

BPeLOHOCHbIX CpeacTs 3aWuThl

nporpamm VH(opmaLuu oT
HeCaHKLUMOHNPOBAHHO
ro [0CTyna,
aHTMBMPYCHOI0
NnporpaMMHOro
obecneyeHus

Yrposbl ManoBepositH  CpepHsas CpegHsas  HeakTyanbHa He Tpebyetcs

«aHannsa as 2|

CeTeBOro

Tpaduka»

Yrposbl Hwu3skas CpepHsas CpegHsiss  AktyanbHasa — [MpumeHeHue

BbISIB/IEH NS CepTUINLNPOBAHHBIX

naponei CpeacTs 3aWunThI
NHopMaLumn oT

HECaHKLMOHNPOBaHHO



Yrposbl
yAa/IeHHOro
3anycka
MPUNOXEHWNI

Yrposbl
BHEAPEeHNS No
cetu
BPeLOHOCHbIX
nporpamm

Hwn3kas

Hwn3kas

CpegHsas

CpegHsas

CpepgHss

CpepHsas

AKTyanbHas

AKTYyasbHas

ro AocTyna,
WHCTPYKLMA
Mo/sb30BaTess
NHHOPMaLMOHHON
CUCTEMbI
NepCoHa/IbHbIX
[aHHbIX

lNpumeHeHne
CePTUPULNPOBAHHBIX
CpeacTB 3alnThbI
nHopmMaLmn oT
HeCaHKLMOHNPOBaHHO
ro [ocTyna,
WHCTPYKLUUA
nosib3oBaresns
MHOPMaLMOHHO
CUCTEMbI
NepCoHa/IbHbIX
AaHHbIX, WHCTPYKLMA
afMUHKCTpaTopa
MH(OPMaLMOHHOWA
CUCTEMDI
MepCcoHasIbHbIX
JaHHbIX

lMpumeHeHne
CepTUMULUPOBaHHbIX
CpeacTB 3almnThb
MHopMaLnu oT
HeCaHKLVMOHMPOBAHHO
ro [ocTyna,
WHCTPYKLMA
nosib30BaTess
MH(OPMaLMOHHO
CUCTEMbI
NepcoHaIbHbIX
AaHHbIX



